SSDL’s File Server How-To:

Overview:  In 390 we have a linux machine, ssdl-mirror, which will be used as a file server.  It has over 300 gigs of space to be used by the Katysat team for anything; the copious amounts of documentation you’ve been generating, matlab simulations, stk scenarios, solid works models, presentations…anything related to Katysat.  It has two processes that facilitate this idea:  Concurrent Versions System (CVS) and a Samba file server.

CVS:  CVS is a version control system.  When multiple users are modifying files, this system helps keep track of who modifies what, tracks the changes, and keeps the files up to date.  The CVS repository should be used for more permanent team files like quarter schedules, requirements lists, or source code.  There are free programs on the net (detailed later) that allow you to connect to the server, download all of these files, make whatever changes, and upload those changes.  The only downside is that normally you have to download everything in the repository the first time you use it.  This could be a problem for those with dial-up at home or limited space.

Samba:  This is just a program to make a linux machine act like a windows machine for network file sharing.  The way this is implemented for home users is a little complicated.  First the samba server is running its own Virtual Private Network (VPN).  If you join this VPN (again detailed later), you can access the files shared by the server by mapping a network drive to the data directory.

Lab Use:  The lab computers (at least in 390 as of this edit) have all been updated and should be automatically connected to the VPN and the internet at the same time.  When you login, the computer will automatically connect to the VPN and map a network drive to the shared folder (drive Z).  Connecting to the VPN takes a second or two, during which windows tells you it couldn’t connect the network drive.  Generally, by the time you see that message, it’s already been connected, but you still need to supply the Samba password the first time you use the drive.

KatySat’s CVS repository can be found in My Documents and is already set up to use public/private keys, so you shouldn’t be prompted for a password.

Home Use:  The idea was to have everything accessible to all the students from home or in the lab.  I hope you all have decent internet connections, and windows machines.  If you have a Mac, well, maybe you can find Mac software that does all this and write up a little how-to for future generations. 

Samba:  Like I said, Samba makes a linux machine play nice with the windows machines in terms of Network Neighborhood.  Basically, if you were on the same network in the same workgroup, the linux machine would look like just another windows machine.  You could browse its shared files, and even print off of its shared printers.  Since it acts like a windows machine, it is very easy (kinda sorta) to interface with.  For SSDL, we will be using a Samba server to host shared temporary files.  Anything you don’t think needs to be version controlled via CVS, but everyone might need access to, save it on the Samba server.

If you are on a home network (say behind a cable modem or something), the internet separates you from the lab network.  So what you need to do is create an encrypted tunnel through the internet that will connect your home network to the lab network.  This is called a Virtual Private Network, VPN.  Luckily, there is software that can do this for you.  Once the networks are connected, you can save files to the Samba server as though it were just another computer on your network.

Before we make a VPN connection, we’ll change your workgroup.  Just right click on My Computer and select Properties.  Click the Computer Name tab and click Change… (The description next to Change is different in XP Home and XP Pro.  It should say something about changing the computer name, domain, or workgroup.)  You want to join the workgroup:  SSDLGROUP.  

Note:  XP Home can only do Workgroups, not Domains.  Also, changes here might mess up some of your home networking stuff like shared printers.  Just remember what Workgroup/Domain you were before and change it back if anything messes up (or change your other machines to this group).  Hit Ok, and you might have to restart.  You should get a message saying, “Welcome to SSDLGROUP.”

Now let’s create the VPN connection.  To do this you will need some applications from the internet.  

· WinSCP is a program that uses allows you to download/upload files over a secure connection.  You’ll use it to download you’re secure key that lets you connect to the VPN without a password (actually a key is the only way to connect).  Get it from

· http://prdownloads.sourceforge.net/winscp/winscp376setup.exe?download
· OpenVPN is the software we are using to make the VPN connection.  It is a million times better than the stupid router.  Get it from

· http://openvpn.se/files/install_packages/openvpn-2.0.7-gui-1.0.3-install.exe
Install WinSCP will all of the default parameters (this will install the Putty key generator as well as authentication agent, so you won’t have to do it later for CVS).  Also install OpenVPN, but you might want to uncheck the box where it says to start up OpenVPN automatically.  It is up to you if you want it running as soon as you login.  During the installation, OpenVPN will install a network driver that windows might complain about.  Just hit Install Anyway or Continue Installation when this pops up.

Run WinSCP and connect to Host Name: ssdl-mirror.stanford.edu with User Name: cvs.  The password is the standard CVS password.  After it connects, you should see your local files on the left, and those of the CVS server on the right.  On the left side, browse to where you installed OpenVPN (usually C:\Program Files\OpenVPN\) and open the config folder.  Right now, there should be nothing in it besides a readme file.  On the server side open the keys folder.  You are going to want to copy from the server to your local directory 4 files.  Everyone needs the ca.crt file, then you want to get the three files that begin with your group name.  If you are in the thrusters group, you are going to copy the files:

· ca.crt

· thrusters.crt

· thrusters.csr

· thrusters.key

I would like to get everyone their own key, but for now, we’ll have to go by group and see how it works.  Now we are done with WinSCP, so close it.  Open the folder where you installed OpenVPN, but instead of going into the config folder, open the sample-config folder.  You are going to be a client, so copy the client.ovpn file and paste it into the config folder with the keys.  We have to edit three lines in this file, see below:

	Was
	Change To

	# The hostname/IP and port of the server.

# You can have multiple remote entries

# to load balance between the servers.

remote my-server-1 1194

;remote my-server-2 1194
	# The hostname/IP and port of the server.

# You can have multiple remote entries

# to load balance between the servers.

remote ssdl-mirror 1194

;remote my-server-2 1194

	# SSL/TLS parms.

# See the server config file for more

# description.  It's best to use

# a separate .crt/.key file pair

# for each client.  A single ca

# file can be used for all clients.

ca ca.crt

cert client.crt

key client.key
	# SSL/TLS parms.

# See the server config file for more

# description.  It's best to use

# a separate .crt/.key file pair

# for each client.  A single ca

# file can be used for all clients.

ca ca.crt

cert thrusters.crt*

key thrusters.key*


*Note:  Insert the names of whichever keys you downloaded instead of thrusters.  Now you are ready to connect to the VPN.  Find the OpenVPN icon in the system tray, right click it and select Connect.  This automatically reads the client.ovpn file we just edited and tries to connect you accordingly.  It should assign you an IP address something like 10.20.30.xx.  Now you are connected to the VPN with the linux server, and you can browse the internet at the same time!

To map a network drive, just right click on My Computer and choose, you guessed it, Map Network Drive.  You’ll be presented with the Map Network Drive window shown below.  Assign the drive a letter, default is Z:, and tell it to look for the folder \\10.20.30.1\data.  10.20.30.1 is the local IP for ssdl-mirror on the VPN.

You can select Reconnect at logon if you don’t want to map the drive again, but windows will tell you it can’t connect every time you reboot.  Click the link “different user name,” and input the user name ssdl_007 and the samba password (given in class).  Click OK then Finish, then pray for it to work.  If it does, you now have access to the shared temporary storage for the class.  Just open my computer, and you should see the drive under Network Drives.  You can browse, save, and delete files from it as though it were your own computer.

Some bulleted advice:

· I’ve been connected to the VPN for sometime now and it seems perfectly stable, but I need all of you to give it a try to really put it to the test.

· I said before that browsing, modifying, adding, and deleting files is just as easy as files on your own computer.  That means, if you select everything in the shared folder and delete it, it’s gone forever for everyone.  In CVS you can delete everything as well, but it is more difficult and not likely to be done by accident.  Just be careful.

CVS:  First you need a windows CVS client.  

· TortoiseCVS is a good one, which can be downloaded from:

· http://www.tortoisecvs.org/download.shtml
Choose the latest stable release (as of this writing it was 1.8.25 released in Feb. 2006).  That will direct you to a sourceforge download page listing many different mirrors for you to download the file.  Find one in North America and click download.

Run the program once you have it.  If you prefer a challenge, choose to install in a language you don’t know.  The wizard then begins and you must choose where to install the program.  Default works for me.  Go with the full installation (its only 13 Mb), and restart.

Now that you’re back, you need to download the katysat repository.  First you need to make a folder someplace to store all the files.  On the lab machines, I made this folder in My Documents.  Label the folder katysat and open it.  Right click somewhere in this folder, hover the mouse over the CVS option to pop up another menu, then choose Make New Module.  This brings up the Make New Module Window.

Fill out the fields with.


Protocol:

Secure shell (:ext:)


Server:


ssdl-mirror.stanford.edu


Repository folder:
/cvs


User name:

cvs


Module:

katysat

Don’t worry about the Options tab or the Fetch list button.  Hit OK and CVS will work its magic.  It should do some stuff and ask you for your password twice (the password will be given in class).  If there are lots of files in the repository, it will spend some time downloading them.  For me, it just took a second to download new folders.  So now you have a copy of everything in the katysat CVS repository.  If you aren’t impressed, then I guess you’ll just have to start adding some files.

To add files, just move, create, or save the files to their desired location in the repository.  As an example, let’s say I wanted a copy of this file in the root directory of the katysat repository.  I could just choose File, Save As, and save it to the directory, or I could click and drag it from wherever I’ve saved it before.  After I did, the file would show up with a little question mark.

This means that CVS doesn’t know about this file, which makes sense because I’ve only added it locally.  To actually add this file to the repository, I’ll have to upload it to the server.  To do this, I would just right click the file and choose CVS Add.  This would be the same as right clicking in the folder and choosing CVS Add Contents, which is what I’ll do.  It’ll ask for a password, and then bring up a screen showing which files are going to be added.

The files listed would be all those in the directory that CVS doesn’t know about.  Since I only moved one, I only see it in the list.  Just hit OK and CVS will probably ask you for your password again.  (This gets annoying, public/private keys will solve this).  When this operation is finished, you’ll see some text that says, “cvs add: use 'cvs commit' to add this file permanently.”  Since that is exactly what I want to do, I might as well take the advice.  You might notice the question mark has gone away and has been replaced by an orange plus sign.  This means the file has been added but not permanently.  So I can right click on the file and choose CVS commit.  This makes the commit window pop up.

In this window, we can comment our files.  A similar dialog will pop up when you are editing or revising files.  It’s always good to comment so when someone else views the file they’ll know what you changed and why.  Hit OK, CVS will no doubt ask for a password, and your file should be uploaded to the server.  The little icon should now match those of the folders; it should be a little green check mark.

At this point, I began actually editing the file I just uploaded.  The green check turned into an orange arrow.  If I were to finish my editing, I would then have to upload my changes to the CVS server.  If we didn’t have CVS, what do you think would happen if while I was editing (I take a long time), someone else went in and made a bunch of quick changes.  I would now be editing an old file.  This could cause immense headaches, but CVS takes care of that.  If that were to happen, CVS would notify me that the file was modified while I was taking my sweet time.  I’ll try to recreate that now.

Here I am editing the file from another machine.  I’ll then commit these changes.

I’ll now edit this from the original machine, and commit the changes.  Uh oh, I got this message:

cvs commit: Up-to-date check failed for ‘File Server HowTo.doc’

cvs [commit aborted]: correct above errors first!

Error, CVS Operation failed

Tortoise Tip: Someone else has committed a new version of one or more of the files you are trying to commit.  You need to do a CVS Update and then try to commit again.

Just a note:  always close Word before you commit because the temporary files try to get added as well.  I did CVS Update and got the following:

U File Server HowTo.doc

cvs update: nonmergeable file needs merge

cvs update: revision 1.5 from repository is not in File Server HowTo.doc

cvs update: file from working directory is now in .#File Server HowTo.doc.1.4

C File Server HowTo.doc

Success, CVS operation completed

Tortise Tip: One or more of your files has a conflict.  This means that someone else has altered the same part of the file as you.  Look above for the files marked “C” and manually edit them to resolve the conflict.

CVS copied what I had done into a new file .#File Server HowTo.doc.1.4 (which on the lab machines is a pain because Mentor graphics apparently uses *.4 files).  The most current version of my document was downloaded and saved with the normal title.  I could then go through each and merge the changes, then re-commit.  

So now that you know how to get TortoiseCVS working, how to download the directory, how to add files, how to edit files, and what to do in case of a conflict, you’ve pretty much got everything you’ll need.  I recommend the TortoiseCVS website for additional info.  If you don’t want the CVS repository anymore, I think you can just delete the folder from your local machine.  If you really want to be sure, you can look into CVS Release.

Some bulleted advice:

· Always update before you start editing

· If you are just concerned with files from your subsystem, you can just update those by right clicking the subsystem folder and choosing CVS update

· After you finish editing, always commit.  The CVS gods aren’t happy unless they see all green checkmarks.  

· Start adding your files

I got public/private keys working!  No longer will you have to endlessly type in your password for CVS.  The only downside is that it requires yet another (although somewhat smaller) program.

Behind the scenes, Tortoise uses PuTTY (an SSH client) to connect to the CVS server on ssdl-mirror.  One way to make a connection through an SSH client is to tell it who you are with a login name and verify who you are with a password.  If you’ve already connected to CVS, you’ve probably done it this way many times.  Another way is to use an encrypted key pair; one on your local machine (private), and the other on the server (public).  The process is involved (ie. I don’t really know how it works), but basically, when you are trying to authenticate yourself, you offer your private key, the server checks that it matches it’s public key, then lets you login without a password.  This means, while using CVS, you won’t have to type your passwords at all!

In order to facilitate this, the makers of PuTTY made other programs called Pageant, which is an SSH authentication agent, and PuTTYgen, a public/private key generator.  Once you generate your public/private key pair with puttygen.exe, you email me the public key, and load the private key with pageant.exe.  After I load your public key into the server (which you can do yourself if you know how), you can use Tortoise without a password.

So here it is, step by step.  First you need:

· PuTTYgen and Pageant, which can be downloaded from

· http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
· Note: both of these come installed with WinSCP if you did the default, you can find them in Program Files\WinSCP3\

These programs are so simple, there is no installation process.  Run puttygen.exe and let’s create your public/private key pair.  The type of key we want is SSH-2 RSA and 1024 bits.  Click Generate to begin the process.  The keys are based on randomness, so the generator needs you to randomly move your mouse over the empty section.  When that is done, the key will then be generated.

In the Key comment section, put your name, so I can keep track of all these keys.  The Key passphrase section will encrypt only your private key with whatever you type here.  You will only have to type this once when you load the key into pageant.exe.  If your computer is secure (only you use it), you might not need one at all, but I know Jamie would feel better if you put something.  “Mike is the coolest” would make for a good pass phrase.

Next click Save private key, and save it somewhere you’ll remember.  The public key is a bit different.  You are going to select everything in the “Public key for pasting” box, and copy and paste it into an email to me.  There is no need to save your public key (it saves in the wrong format for linux).  What you email to me should be one long line, with your key comment at the end.

Now run pageant.exe.  It should just add an icon into your system tray.  If you double click it, you’ll be presented with the Pageant Key List window.  Click the add key button, find the place where you saved your key, and load it.  If you put a pass phrase on it, it would now ask you for it.  

Now, so long as this program is running and your key is added, you’ll be able to perform all the CVS operations without entering a password.  It is a little bit of effort, but it sure beats typing that long password so many times.  If you add a shortcut to Pageant.exe in your Start Up folder, you can have it run and load you key automatically.

